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MLData :: = SEQUENCE {
mailListldentifier Entityldentifier,
expansionTime GeneralizedTime,

mlReceiptPolicy MLReceiptPolicy OPTIONAL }

Entityldentifier : ; = CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,

subjectKeyldentifier SubjectKeyldentifier }

MLReceiptPolicy ::= CHOICE {
none [0] NULL,
insteadOf [1] SEQUENCE SIZE (1..MAX) OF GeneralNames,
inAdditionTo [2] SEQUENCE SIZE (1..MAX) OF GeneralNames }

—— & Z9F BB M E X (Signing Certificate Attribute Definition)
SigningCertificate : : = SEQUENCE {

certs SEQUENCE OF ESSCertID,
policies SEQUENCE OF Policylnformation OPTIONAL

id-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)
member-body(2) us(840) rsadsi(113549) pkcs(1) pkes9(9)
smime(16) id-aa(2) 12 }

ESSCertID ::= SEQUENCE ({

certHash Hash,

issuerSerial IssuerSerial OPTIONAL
Hash ::= OCTET STRING -- SHA1 hash of entire certificate
IssuerSerial ::= SEQUENCE {

issuer GeneralNames,

serialNumber CertificateSerialNumber

END -- of ExtendedSecurityServices
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id-aa-msgSigDigest OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 5}

— & F NES% 8 % (Signed Content Reference Attribute)
ContentReference

= SEQUENCE ({
contentType ContentType,
signedContentldentifier Contentldentifier,
originatorSignatureValue OCTET STRING }

id-aa-contentReference

OBJECT IDENTIFIER ;.=
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 10 }
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{ iso(1) member-body(2)
eSSSecurityLabel & (Syntax of eSSSecurityLabel)
ESSSecurityLabel :: = SET {

security-policy-identifier SecurityPolicyldentifier,

A8 M AR S FE S M Internet TS 412 H A RFC 2630 %85 #) 3CiE % .RFC 2633 S/
MIME # SCHLYE 55 3 WAl RFC 2634 3#5R /9 S/MIME % 4= it 55 il =2 1

ARG PR AR U B R A SE TR R

A48 PR AR M AN RIEMEF B =R,

security-classification SecurityClassification OPTIONAL,

g A XM H2EGEEERARIFEURAREZR AN,
privacy-mark ESSPrivacyMark OPTIONAL,

A48 T BRSO R B LA o ] L TR R AR HEAL A SR T
A RUEREARA X EFEREAN - REN BEFE . EHHE,
AAE FEHEBAR MM SE
security-categories SecurityCategories OPTIONAL }

id-aa-securityLabel OBJECT IDENTIFIER .

us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 2}
SecurityPolicyldentifier

{ iso(1) member-body(2)
= OBJECT IDENTIFIER
SecurityClassification : : = INTEGER ({
unmarked (0),
unclassified (1),
restricted (2),
confidential (3),

secret (4),
top-secret (5) } (0..ub-integer-options)
ub-integer-options INTEGER . .= 256

ESSPrivacyMark ::= CHOICE {
pString
utf8String

PrintableString (SIZE (1. . ub-privacy-mark-length)),
UTF8String (SIZE (1.. MAX))



